Kathmandu University Journal of Science, Engineering and Technology, 2025

Kathmandu University

Journal of Science, Engineering and Technology

Federated Learning Framework for Scalable Al in Heterogeneous
HPC and Cloud Environments

Sangam Ghimire®*, Paribartan Timalsina®, Nirjal Bhurtel?, Bishal Neupne®, Bigyan Byanju Shrestha®

Subarna Bhattarai®, Prajwal Gaire?, Jessica Thapa®, Sudan Jha®

Department of Computer Science and Engineering, SoE,, Kathmandu University, Nepal.

Abstract

As the demand grows for scalable and privacy-aware Al systems, Federated Learning (FL) has emerged as a promising solution, allowing decentral-
ized model training without moving raw data. At the same time, the combination of high-performance computing (HPC) and cloud infrastructure
offers vast computing power but introduces new complexities—especially when dealing with heterogeneous hardware, communication limits,
and non-uniform data. In this work, we present a federated learning framework built to run efficiently across mixed HPC and cloud environments.
Our system addresses key challenges such as system heterogeneity, communication overhead, and resource scheduling, while maintaining model
accuracy and data privacy. Through experiments on a hybrid testbed, we demonstrate strong performance in terms of scalability, fault tolerance,
and convergence, even under non Independent and Identically Distributed (non-IID) data distributions and varied hardware. These results high-
light the potential of federated learning as a practical approach to building scalable Artificial Intelligence (AI) systems in modern, distributed

computing settings.

Keywords: Federated Learning (FL), High Performance Computing (HPC), Cloud Computing, Distributed Al, Heterogeneous Systems, Scalabil-
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1. Introduction

As Al models continue to grow in complexity and size, so does
the demand for vast computational resources and access to large-
scale distributed datasets. At the same time, growing concerns
about data privacy, ownership, and regulatory compliance make
it increasingly difficult to centralize data for training. FL has
emerged as a promising paradigm for addressing these challenges,
enabling the training of collaborative models across multiple data
silos without requiring the raw data to leave its source. While
FL has gained traction in mobile and edge environments, such as
smartphones and 0T devices, its application in large-scale comput-
ing platforms like HPC clusters and cloud infrastructure remains
underexplored.

Meanwhile, the convergence of HPC and cloud computing is
reshaping the landscape of modern data-intensive applications.
These hybrid environments combine the raw power and efficiency
of HPC with the scalability and flexibility of the cloud, making them
well-suited for training large Al models. However, this integra-
tion brings new challenges: heterogeneous hardware (e.g., Central
Processing Units (CPUs), Graphics Processing Units (GPUs), Ten-
sor Processing Units (TPUs)) , inconsistent network performance,
dynamic resource availability, and non-uniform data distributions
across clients.

In this context, the deployment of federated learning across
such mixed infrastructure is both a timely opportunity and a tech-
nical challenge. This paper explores how FL can be adapted and
optimized to run efficiently across heterogeneous HPC and cloud
environments, with a focus on scalability, system resilience, and
performance under non-IID data conditions.
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2. Literature Review

FL has rapidly grown as a research area since it was introduced
by McMahan et al. [1], with the goal of enabling decentralized
model training while preserving user privacy. FL removes the need
to centralize data by having clients train models locally and only
share model updates. This is especially beneficial in settings where
privacy, data security, or legal constraints prevent data sharing,
such as healthcare, finance, and mobile systems.

Initial research in FL focused on edge computing environments
where clients are resource-constrained devices such as smart-
phones or sensors [2]. In these settings, major challenges include
limited computation, high client churn, and extremely non-IID
data distributions. Approaches such as Federated averaging (Fe-
dAvg) [1], FedProx [3], and Federated Matched Averaging (FedMA)
[4] sought to improve convergence and personalization under such
constraints. Systems like TensorFlow Federated [5], FedML [6] and
Flautim [7] were developed to provide flexible simulation and ex-
perimentation tools tailored for these edge use cases.

However, these systems generally assume relatively homoge-
neous client devices and do not scale effectively to enterprise-
grade computing environments, such as data centers, cloud plat-
forms, or HPC clusters. They are also not optimized for high-
throughput interconnects, batch schedulers (like SLURM), or
mixed-architecture setups (e.g., CPU, GPU, TPU nodes).

Several efforts have focused on benchmarking and simulating
FL workloads. LEAF [8] introduced a suite of datasets and evalua-
tion metrics for real-world federated scenarios, while FedScale [9]
expanded on this by providing a large-scale FL benchmarking plat-
form that supports real-world training pipelines and system het-
erogeneity. Although these platforms help evaluate FL algorithm
behavior at scale, they are primarily used for simulation, rather
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than actual deployment across hybrid infrastructures.

The idea of bringing FL to HPC and cloud environments has only
recently begun to gain traction. Haus et al. [10] explored inte-
grating FL with traditional HPC architectures, emphasizing chal-
lenges such as batch job scheduling and MPI-based communication.
Similarly, the Adaptive Federated Learning framework introduced
in [11] incorporates adaptive workload partitioning for federated
learning on remote cloud platforms. However, these systems often
operate in siloed infrastructure—either HPC-only or cloud-only—
and do not address hybrid orchestration across both.

In contrast, recent work on cross-silo FL [12] focuses on collabo-
rative learning across data centers or enterprises. These scenarios
involve more powerful clients with higher reliability and are more
aligned with the settings of HPC and cloud systems. Yet, most ex-
isting implementations assume static infrastructure and overlook
the dynamic nature of multi-cloud and hybrid HPC environments.

A major obstacle in deploying FL at scale is dealing with
heterogeneity—not only in data, but in compute capabilities, mem-
ory, and network bandwidth. Approaches like Federated learn-
ing on non-1ID data with Reinforcement learning and Quantify-
ing historical contribution (FedRQ) [13] and FedBalancer [14] intro-
duce adaptive client selection and participation strategies to ad-
dress system imbalance. Similarly, techniques such as gradient
compression [15], gradient sparsification [16], and adaptive syn-
chronization [17] reduce communication overhead in bandwidth-
constrained scenarios. Yet, incorporating these methods into a
unified system that can operate across a wide spectrum of infras-
tructure types—HPC nodes with Infiniband, cloud instances with
variable latency, or edge clients with intermittent connectivity—
remains a significant engineering challenge.

In summary, the current FL landscape includes substantial work
in algorithmic design, simulation platforms, and edge-device sce-
narios. However, few systems target practical deployment in envi-
ronments where high-performance computing meets cloud infras-
tructure, which are increasingly common in research institutions,
enterprises, and national labs. These hybrid setups introduce com-
plex scheduling, heterogeneity, and data locality constraints that
are not fully addressed by current FL frameworks. This paper aims
to fill that gap by presenting a federated learning system built
specifically for heterogeneous HPC-cloud environments, with con-
tributions at both the system and algorithmic level: dynamic client
orchestration, resource-aware scheduling, and robust model ag-
gregation under non-11D and non-uniform resource conditions.

3. Proposed System Architecture

To support scalable and privacy-preserving federated learning
in heterogeneous computing environments, we propose a modu-
lar and adaptable system architecture that integrates cloud-native
and HPC resources under a unified framework. The design ad-
dresses core challenges such as client heterogeneity, resource vari-
ability, fault tolerance, and efficient communication—all while pre-
serving data locality and minimizing orchestration overhead.

The architecture consists of four primary components: Central
Orchestrator, Federated Clients (Workers), an optimized Com-
munication Layer, and a dynamic Scheduler Adapter. Each com-
ponent is designed to function independently yet integrate seam-
lessly, enabling operation across cloud instances, HPC clusters, or
hybrid combinations of both. The proposed system architecture is
shown in Figure 1.

3.1. Design Objectives

Our system architecture is guided by the following key objec-
tives:

Central Orchestrator

« Client sector

« Aggregation
engine(FedAVG/FedPROX)

« Reward Manager and progress
trakcer

HPC clients (SLURM Managed) Cloud clients (K8s managed VMs)

« Local Data
+ Local Training
+ Report Updates

= Local Data
+ Loeal Training
+ Remote Updates

Communication Layers (RPCIMPI)
« Message Passing (Model Updates)

- Gradient Compression
- Optional encryption

|

SchedulersiAdapters

« K8s integration (cloud scaling pods)
« SLURM integration (HPC)

Figure 1: Architecture of the proposed federated learning frame-
work.

+ Scalability: Efficiently support large-scale federated training
across hundreds or thousands of distributed nodes with mini-
mal coordination overhead.

 Heterogeneity Awareness: Adapt to variations in hard-
ware configurations, network conditions, and runtime perfor-
mance across diverse client nodes.

+ Data Privacy: Ensure that raw data remains local to client
nodes, in line with privacy-preserving principles and regula-
tory compliance.

+ Fault Tolerance: Maintain robust training performance de-
spite client dropouts, preemptions (e.g., in spot instances), or
network disruptions.

3.2. System Components

Central Orchestrator: The central orchestrator is the core
coordination unit responsible for managing the federated
learning workflow. It is lightweight and stateless, and can
be deployed on a cloud controller, an HPC login node, or a
dedicated service. It carries out tasks like dynamically select-
ing a subset of available clients for each round based on com-
pute capacity, bandwidth, and past reliability, aggregation
of local model updates using strategies such as FedAvg[1] or
FedProx [3] and tracking training progress, managing round
deadlines, and handling missing or delayed updates via fault-
tolerant coordination logic.

Communication Layer: A flexible and efficient communica-
tion layer enables reliable messaging and bandwidth-aware
transfer of updates. It supports the protocol like gRPC Remote
Procedure Call for cloud-native messaging and Message Pass-
ing Interface (MPI) for low-latency interconnects in HPC sys-
tems. Similarly for bandwidth it employs gradient compres-
sion, sparsification, and federated dropout to reduce commu-
nication overhead. To ensure there is secure data transmis-
sion and model traning we can extend Transport Layer Secu-
rity (TLS) encryption or secure aggregation.

Scheduler Adapter: The scheduler adapter provides an ab-
straction layer between the federated learning system and un-
derlying resource managers. It integrates with SLURM in tra-
ditional HPC environments and handles job submission, mon-
itoring, and resource allocation. For efficient management
of containerized workloads it supports dynamic pod orches-
tration and autoscaling through Kubernetes in cloud deploy-



Kathmandu University Journal of Science, Engineering and Technology, Vol. 18, No. 2, December 2024 3

ments. In addition, this supports for hybrid coordination ca-
pabilities facilitating scheduling across both HPC and cloud re-
sources, supporting elastic, mixed-infrastructure setups.

3.3. Workflow Overview

Each training round begins with the orchestrator selecting
clients based on resource profiling and availability. The global
model is distributed, and clients train locally on their private data.
After local training, clients send model updates back through the
communication layer. The orchestrator aggregates these updates
to generate a new global model. This process repeats iteratively un-
til the model converges. The algorithm of the proposed workflow
is given in Algorithm 1.

The modularity of this architecture enables flexible deployment,
adaptive scaling, and robust performance even in the presence of
heterogeneous hardware, non-uniform data, and unpredictable re-
source dynamics.

Algorithm 1 Federated Learning Training Procedure

Require: Initial global model My, total rounds R, convergence
threshold e
Ensure: Final global model M
1: Initialize round counter r < 0
2: while r < Rdo
3 Announce start of Round r
Central orchestrator selects a subset of clients C,
Send current global model M.. to all clients in C;.
for all client ¢ € C, in parallel do
Client ¢ trains M, on local private data
Client computes local model update A M.
Client sends A M. to the central orchestrator
10: end for
11:  Server aggregates updates: AM < Aggregate({AM. |
ceCr})
122 Update global model: M., < M, + AM
13 if Converged(M,., M, 41, ) then
14: return M,
15 endif
16: r+<r+1
17: end while
18: return M.,

2 L N9 on

4. Heterogeneity-Aware Optimization

Heterogeneity in FL arises not only from data (non-1ID distri-
butions) but also from system-level differences such as compute
power, memory, network bandwidth, and availability across par-
ticipating nodes. These disparities are especially pronounced in
mixed HPC and cloud environments, where client capabilities can
vary widely. In this section, we describe the optimization tech-
niques incorporated into our system to address these challenges
and ensure robust and efficient training.

4.1. Adaptive Client Selection

Selecting the right subset of clients for each training round
is critical for maintaining both fairness and efficiency in hetero-
geneous settings. Our system implements an adaptive client
selection mechanism that takes into account several factors
like resource profiling, performance history and load balancing.
Through resource profiling clients are periodically benchmarked
for available CPU/GPU capacity, memory, and network latency.
For performance history the orchestrator maintains a record of
successful participation, update quality, and completion time for

each client and through load balancing underperforming or slower
nodes may be temporarily excluded to avoid slowing down the
round or causing stale updates.By dynamically adjusting the client
pool per round, the system avoids bottlenecks and maintains train-
ing momentum, even when participating nodes vary significantly
in capability.

4.2. Straggler Mitigation

In federated learning, stragglers—clients that take disproportion-
ately long to complete local training—can delay or degrade the ef-
fectiveness of global aggregation. To handle this, we employ two
complementary techniques:

+ Deadline-Based Cutoff: Each round has a configurable time
budget. Clients that fail to report updates within the deadline
are skipped for that round, reducing the impact of delays [18].

« Partial Aggregation: Rather than waiting for all selected
clients, the orchestrator aggregates updates from the fastest
k clients (where k is tunable), ensuring timely global updates
without compromising overall convergence [19].

These approaches help mitigate the impact of slow or over-
loaded nodes, particularly useful in environments with spot in-
stances or shared HPC queues.

4.3, Communication-Efficient Updates

Communication is often a limiting factor in federated learn-
ing, especially across geographically dispersed cloud regions or
bandwidth-constrained HPC interconnects. Our framework incor-
porates several techniques to reduce communication overhead.
One of them is gradient quantization that reduces the precision of
model updates before transmission, minimizing bandwidth with-
out significantly affecting accuracy. Similarly, using update spar-
sification method clients transmit only a subset of the most impor-
tant gradients (e.g., top-k by magnitude), further reducing data
size. Furthermore, we employ federated dropout where clients
train and communicate only partial models by randomly dropping
out neurons or layers, decreasing both compute and communica-
tion loads. These techniques are especially valuable when feder-
ated clients operate over variable or costly network links, such as
cloud egress bandwidth.

4.4. Robust Aggregation under Non-IID Data

Our system supports multiple aggregation methods tailored for
non-IID client data distributions. In addition to the standard Fe-
dAvg [1], we implement FedProx that adds a proximal term to lo-
cal objectives to prevent client models from drifting too far from
the global model, improving stability in heterogeneous data condi-
tions [3] and weighted aggregation that assigns dynamic weights
to each client update based on local data size, training loss, or gra-
dient variance, improving fairness and convergence. This combi-
nation of algorithmic robustness and system-level optimizations
ensures that training remains effective even under significant data
and system heterogeneity.

5. Experimental Evaluation

To validate the effectiveness, scalability, and robustness of our
proposed federated learning framework, we conducted a series of
experiments in a hybrid computing environment comprising both
HPC and cloud resources. This section describes our experimental
setup, datasets, evaluation metrics, and key findings.
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Table 1: Summary of Heterogeneity-Aware Optimization Techniques

Challenge Technique Description

System Heterogeneity Adaptive Client Selection Clients selected based on compute capability, availability, and historical
performance.

Straggler Clients Deadline-Based Cutoff Late clients are excluded from aggregation if they miss the round deadline.

Partial Aggregation

Aggregation proceeds after receiving updates from the fastest k clients.

Communication Overhead

Gradient Quantization

Model updates are compressed by reducing numerical precision (e.g., 16-
bit, 8-bit).

Update Sparsification Only top-k most significant gradients are sent, reducing payload size.
Federated Dropout Clients train and transmit reduced model subsets to lower communication
cost.
Data Heterogeneity (Non-IID) FedProx Adds a regularization term to stabilize training with divergent local up-
dates.
Weighted Aggregation Updates weighted by factors like local dataset size or training loss.

5.1. Experimental Setup

Our testbed consists of a hybrid cluster with 30 virtual ma-
chines (VMs) on Amazon Web Services Elastic Compute Cloud
(AWS EC2), including both GPU-enabled (p3.2xlarge) and CPU-only
(t3.large) instances as cloud nodes and 30 compute nodes managed
by SLURM, equipped with NVIDIA Quadro RTX 6000 GPUs with 24
GB VRAM and 4608 CUDA cores, as well as CPU-only nodes as HPC
nodes.

For the configuration of framework we have a communication
backend that utilizes gRPC for cloud environments and MPI for
HPC setups. Algorithms such as FedAvg and FedProx is supported
and 20 clients are randomly selected in each training rounds while
there are 100 training rounds for entire training process. Each
clients perform 5 local epochs of training before sending their up-
dates for aggregation.

5.2. Datasets

We evaluated our framework on the following benchmark
datasets, each partitioned to simulate non-1ID data distributions
across clients:

« CIFAR-10: Image classification with 10 classes. Each client
receives samples from only 2-3 classes.

+ Shakespeare (LEAF): A character-level language modeling
task on dialogue data.

» MedMNIST: Medical image classification task simulating
privacy-sensitive healthcare settings.

5.3. Evaluation Metrics

We used the following metrics to evaluate system performance:
Model Accuracy: Test accuracy on a centralized evaluation
dataset.

Convergence Speed: Number of rounds to reach a defined accu-
racy threshold.

Training Time: End-to-end wall-clock time per round and total
training time.

Communication Overhead: Average data transmitted per client
per round.

Fault Tolerance: Model accuracy under simulated client dropouts
or preemptions.

5.4.Results Summary

Accuracy and Convergence: Our system achieved competitive
model accuracy across all datasets. Under non-1ID conditions, Fed-
Prox showed improved convergence stability over FedAvg. The
dataset-specific results graphs are shown in Figure 2 and numbers
are given in table 2.

Accuracy vs Communication Rounds

—e— FedAvg Accuracy
801 —m— FedProx Accuracy

Accuracy (%)

0 20 40 60 80 100
Rounds

(a) CIFAR-10

Accuracy vs Communication Rounds

—e— FedAvg Accuracy
—=— FedProx Accuracy

Accuracy (%)

0 20 40 60 80 100
Rounds

(b) Shakespeare

Accuracy vs Communication Rounds

90 —e— FedAvg Accuracy
FedProx Accuracy

Accuracy (%)

[ 20 40 60 80 100
Rounds

(c) MedMNIST

Figure 2: Accuracy comparison of FedAvg and FedProx across dif-
ferent datasets under non-IID settings.

Table 2: Accuracy Comparison Between FedAvg and FedProx

Dataset FedAvg | FedProx
CIFAR-10 81.7% 83.2%
Shakespeare | 57.9% 59.3%
MedMNIST 89.3% 90.1%
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Scalability: Increasing the number of clients from 10 to 60
showed near-linear improvements in training throughput, achiev-
ing a 4.6 x speedup in total training time which is tablulated in Ta-
ble 3.

Table 3: Scalability Analysis with Varying Number of Clients

Number of Clients | Total Time (min) | Speedup (x)
10 100 1.00
20 58 1.72
30 43 2.32
40 33 3.03
50 27 3.70
60 22 4.55

Straggler Resilience: With 20% simulated client dropouts per
round, the final accuracy dropped by less than 1.8%, demonstrat-
ing strong fault tolerance.

Communication Efficiency: Gradient quantization and sparsi-
fication reduced the average communication volume by 65% with-
out significant accuracy degradation shown in Table 4.

Table 4: Communication Volume Per Round With and Without
Compression

Round | No Compression (MB) | With Compression (MB)
1 45 16
2 44 15
3 43 14
4 44 15
5 43 14
6 42 14
7 44 15
8 43 14
9 42 13
10 43 14

5.5. Ablation Studies

To assess the contribution of each optimization, we conducted
ablation experiments disabling one component at a time. When
the experiment was done without adaptive client selection we saw
12% increase in average round duration and without communica-
tion compression there was 70% increase in bandwidth usage. Sim-
ilarly when experiment was performed without straggler mitiga-
tion we saw 15-20% longer training time to reach 80% accuracy.
These results confirm that heterogeneity-aware optimizations are
essential to maintain both efficiency and reliability in real-world
deployments.

6. Discussion, Limitations and Future Works

Our experimental results demonstrate that federated learning
can be made both scalable and practical in heterogeneous environ-
ments by carefully addressing system-level challenges. The inte-
gration of adaptive scheduling, communication-efficient updates,
and fault tolerance mechanisms enables reliable training across
cloud and HPC infrastructure—even under non-IID data conditions.

The ability to run federated learning over hybrid compute en-
vironments has strong implications for industries where data is
siloed across institutions or departments (e.g., healthcare, finance,
scientific research). Our system design shows that FL is no longer
limited to edge devices or simulated environments but can be de-
ployed at enterprise and cluster scale.

Heterogeneity is not a flaw—it’s a feature. Rather than treat-
ing hardware diversity as a limitation, our system embraces it. By
tailoring workloads based on node capability and using adaptive ag-
gregation, slower or lower-power nodes can still contribute with-
out holding back global progress.

While compute is abundant, bandwidth often is not—especially
in cloud-based federated setups. Our results show that communi-
cation optimizations such as quantization and sparsification signif-
icantly reduce training costs without affecting model quality, mak-
ing FL more feasible in real-world deployments.

Training in distributed environments means expecting failure.
Our system showed strong tolerance to client dropouts, but future
work must address adversarial behavior and secure aggregation to
make FL trustworthy on a scale.

Despite promising results, some challenges remain. The cur-
rent system assumes relatively static client availability during each
round. Highly dynamic workloads (e.g., serverless or elastic com-
puting) would benefit from runtime-aware orchestration. Addi-
tionally, our experiments focus on moderate-scale clusters; scaling
to hundreds or thousands of nodes introduces new coordination
and aggregation bottlenecks that require further study.

Furthermore, We still have several directions that remain open
for exploration:

Secure aggregation: Incorporating cryptographic tech-
niques (e.g., differential privacy, homomorphic encryption)
to enhance data confidentiality.

Elastic orchestration: Designing a more dynamic schedul-
ing engine that reacts to real-time availability and pricing of
cloud and HPC nodes.

Federated inference: Extending the current training frame-
work to support decentralized, real-time inference across the
client network.

Integration with foundation models: Adapting the system
to fine-tune and serve large-scale pre-trained models (e.g.,
Large Language Models (LLMs)) in federated scenarios.

7. Conclusion

This paper presented a federated learning framework designed
to operate across heterogeneous high-performance computing
and cloud environments. By combining adaptive client selection,
communication-efficient updates, and fault-tolerant aggregation
strategies, our system achieves robust performance even under
challenging conditions like system variability and non-IID data.

Through empirical evaluations on hybrid cloud-HPC testbeds,
we showed that the proposed approach delivers strong accu-
racy, scalability, and resilience. The results underline that fed-
erated learning is not only viable but advantageous in multi-
infrastructure environments where data privacy and system diver-
sity are critical.

Our work represents a step toward scalable, private, and intelli-
gent distributed learning systems that can thrive in the heteroge-
neous computing ecosystems of the future.
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